This Article analyzes the impact of the Digital Millennium Copyright Act (DMCA) on academic encryption research. In this Article, I argue that for both legal and practical reasons academic encryption researchers should be able to conduct and publish certain types of research without significant fear of liability under the DMCA. However, the DMCA will have a non-trivial impact on the conditions under which such research takes place, and this impact can be expected to have several undesirable effects. More broadly, this impact highlights the problematic way in which the DMCA regulates scientific research in furtherance of intellectual property rights. The Article concludes with a number of suggestions for mitigating some of these negative effects.
I. INTRODUCTION
The Digital Millennium Copyright Act of 1998 (DMCA) 1 has been the subject of significant controversy. In particular, the anti-circumvention provisions of the DMCA 2-the provisions that impose liability for circumventing technological measures used to protect copyrighted workshave been the target of much criticism from academics, consumer groups, and civil libertarians. DMCA critics have argued that these provisions unduly shift the preexisting balance of interests in copyright law toward copyright holders and away from copyright consumers and the public at large. 4 At the same time, supporters of the DMCA, including members of the movie and music industries, have vigorously defended these provisions, arguing that they are necessary to prevent unauthorized copying of copyrighted works in the digital environment.
5
My purpose in this Article is not to address, at least directly, the broader debate over the wisdom or propriety of the DMCA's anticircumvention provisions. Instead, this Article focuses on a much narrower issue: the impact of the DMCA on academic encryption research. For the purpose of this Article, let us assume that the basic objective of the anti-circumvention provisions-the desire to help copyright owners use technology to protect their works-is a good one, or at least unobjectionable. In pursuing this objective, what impact does the DMCA, as currently drafted, have on the ability of academic encryption researchers to pursue their scientific research? And how should we evaluate this impact, as a normative matter?
Recently, there has been some debate over the extent to which academic encryption researchers should reasonably fear liability under the DMCA for certain forms of research. Although the DMCA contains an express exemption for encryption research, 6 many encryption researchers have argued that the exemption is too narrow to be of practical use.7 Moreover, a number of recent cases have spurred fears among researchers that, despite the exemption, they may be liable for activities they routinely undertake in the course of their research. 8 Other commentators, however, have argued that these fears are unwarranted under a proper reading of the statute, and that such fears may be exaggerated by DMCA critics to increase opposition to the DMCA. 9 In this Article, I argue that, under certain circumstances, academic encryption researchers can continue to conduct and publish certain types of research without much practical risk of DMCA liability. This conclusion rests in part on a close reading of the statute and on predictions about how courts will likely interpret these statutory provisions in the context of academic encryption research. This conclusion also rests in part on an assessment of practical considerations surrounding DMCA litigation, such as the negative publicity such lawsuits tend to engender in light of recent, prominent cases. Thus, practically speaking, certain types of academic encryption research can still occur under the DMCA.
However, the DMCA does have a non-trivial impact on the conditions under which such research takes place. Specifically, the DMCA: imposes additional hurdles, which researchers must overcome before engaging in and publishing their research; limits the universe of individuals with whom researchers can freely communicate about their research; requires disclosure of the intention to engage in research and the fruits of such research to third-parties; affects the content of academic research papers; and limits avenues for publication of the research. Thus, even though academic encryption researchers can continue to conduct and publish some of their research under the DMCA without significant practical risk of criminal or civil liability, the DMCA significantly affects the manner in which that research is conducted. Are these additional burdens on encryption research justified? In this Article, I will argue that they are not. I will argue that we should be extremely hesitant to impose any burdens on the conduct of basic scientific research in order to further an interest in the protection of intellectual property rights. Indeed, the DMCA represents a rather radical attempt by Congress to regulate not just copyright infringement or even the tools that facilitate infringement, but the basic research that could potentially be used to create tools that facilitate infringement. By imposing even minimal burdens on activity that is so far upstream from the actual infringing activity, we risk affecting many collateral areas of technology that are unrelated to the purported harm of copyright infringement.
From these conclusions, I argue that academic encryption researchers should have the widest possible freedom to conduct, discuss, and disseminate their research. Rather than placing any conditions on the research itself, the DMCA should focus on regulating concrete and problematic applications of the fruits of such scientific research. Any regulation of encryption research should be narrowly limited to distinguishing such research from activities that are clearly intended to facilitate infringement. The DMCA's encryption research exemption purports to do this, but in fact does much more. This recommendation could be implemented through proposed amendments to the DMCA or, alternatively, through expansive judicial interpretations of the encryption research exemption.
Although the topic of this Article is narrow, it is an important one. Encryption is a vital component of our current communications infrastructure. 10 Anything that affects the ability of scientists to study and improve encryption technology therefore deserves careful scrutiny. More broadly, a close look at the DMCA's impact on encryption research can generate useful insights into the DMCA's overall regulatory approach. This Article focuses specifically on academic encryption researchers because nearly everyone agrees that the DMCA should leave their activities largely unaffected. 11 By studying whether the DMCA in fact successfully does so, this Article can shed some interesting light on how we should think about intellectual property protection and its collateral effects on scientific research.
10. See (1995) .
11. The distinction between "academic" and "nonacademic" encryption researchers is developed more fully infra in Parts III.B and IV.
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II. BACKGROUND ON THE DMCA AND ENCRYPTION RESEARCH

A. The DMCA and the Encryption Research Exemption
In 1998, Congress passed the DMCA in response to perceived challenges presented by digital and network technologies. 12 The DMCA lends additional legal support to copyright owners' efforts to protect their works using technology. It does so by imposing liability on individuals who circumvent access control technologies, such as encryption. 13 It also imposes liability for the dissemination of devices or technologies that are primarily designed for the purpose of, or have few commercially viable uses other than, facilitating such circumvention. 14 Finally, the DMCA contains provisions that impose liability for removing or altering "copyright management information" attached to copyrighted files.' 5 When the bill that eventually became the DMCA was first introduced, it contained no exemption for encryption research. This was partly because Congress believed that the DMCA would rarely interfere with encryption research, since it thought that such research would not typically involve circumventing protection mechanisms actually deployed in commerce.1 6 However, members of the encryption research community testified at hearings, expressing concern that the DMCA would hinder their efforts, since much valuable research is performed on systems as they are actually deployed in the field.' 7 Indeed, this kind of real-world testing is the only way to find out whether an encryption system is secure.
12. I will begin here with a brief background on the DMCA and the encryption research exemption. Those already familiar with this material may wish to skip to the next section. I focus here primarily on the legal background. For general background on cryptography and encryption research, In order to ensure that a cryptographic system has no weaknesses, either in the cryptography itself or in its application and implementation, it is essential that we continually attempt to break that system.
As a result of this testimony, the final version of the DMCA contained an express exemption for encryption research.' 8 The exemption shields encryption researchers from liability for circumventing access-control technologies under certain circumstances. 19 The exemption defines "enIt is essential to test technology as it is applied-i.e. when it is being used to protect something, because most weaknesses in cryptography occur in its application. Id. (emphasis original), available at http://www.ipmall.info/hosted resources/June5-98 Hearing.pdf (last visited May 4, 2003); see also Cryptographers' Brief, supra note 12, at 29-30, available at http://cyber.law.harvard.edu/openlaw/DVD/NY/appeals/010126-cryptographers-amicus.pdf ("The advancement of the science of cryptography depends on researchers' ability to study signals 'in the wild,' not only those codes developed for academic purposes, since the implementation may be as important as the algorithm in determining a system's security.").
18. It is worth noting that the European Union Directive and certain implementations of the WIPO treaties regarding anti-circumvention legislation contain no exemption for encryption research.
19. 17 U.S.C. § 1201(g) states: Encryption research.
(1) Definitions. For purposes of this subsection-(A) the term "encryption research" means activities necessary to identify and analyze flaws and vulnerabilities of encryption technologies applied to copyrighted works, if these activities are conducted to advance the state of knowledge in the field of encryption technology or to assist in the development of encryption products; and (B) the term "encryption technology" means the scrambling and descrambling of information using mathematical formulas or algorithms.
(2) Permissible acts of encryption research. Notwithstanding the provisions of subsection (a)(1)(A), it is not a violation of that subsection for a person to circumvent a technological measure as applied to a copy ... of a published work in the course of an act of good faith encryption research if-(A) the person lawfully obtained the encrypted copy..., (B) such act is necessary to conduct such encryption research; (C) the person made a good faith effort to obtain authorization before the circumvention; and (D) such act does not constitute infringement under this title or a violation of applicable law other than this section .... (3) Factors in determining exemption. In determining whether a person qualifies for the exemption under paragraph (2), the factors to be considered shall include-(A) whether the information derived from the encryption research was disseminated, and if so, whether it was disseminated in a manner reasonably calculated to advance the state of knowledge or development of encryption technology, versus whether it was disseminated in a manner that facilitates infringement...
[Vol. 18:501 cryption research" as "activities necessary to identify and analyze flaws and vulnerabilities of encryption technologies applied to copyrighted works, if these activities are conducted to advance the state of knowledge in the field of encryption technology or to assist in the development of encryption products., 20 Encryption research is exempt from liability for circumvention if it is conducted in "good faith," provided that the encrypted copy is lawfully obtained, the act of circumvention is "necessary" for the research, and the researcher made a good faith effort to obtain authorization from the copyright owner before engaging in the circumvention. 2 '
In determining whether the exemption applies, Congress directed courts to consider a number of factors, including the manner in which information derived from the research is disseminated and whether the researcher "is engaged in a legitimate course of study, employed, or is appropriately trained or experienced, in the field of encryption technol-(B) whether the person is engaged in a legitimate course of study, is employed, or is appropriately trained or experienced, in the field of encryption technology; and (C) whether the person provides the copyright owner of the work to which the technological measure is applied with notice of the findings and documentation of the research, and the time when such notice is provided. (4) Use of technological means for research activities. Notwithstanding the provisions of subsection (a)(2), it is not a violation of that subsection for a person to-(A) develop and employ technological means to circumvent a technological measure for the sole purpose of that person performing the acts of good faith encryption research described in paragraph (2); and (B) provide the technological means to another person with whom he or she is working collaboratively for the purpose of conducting the acts of good faith encryption research described in paragraph (2) or for the purpose of having that other person verify his or her acts of good faith encryption research described in paragraph (2).
Id.
20. Id. § 1201(g)(1)(A).
Id. § 1201(g)(2)(A)-(C).
22. The precise role played by the factors in § 1201(g)(3) is not entirely clear from the text of the statute. The specific requirements for the exemption are listed in § 1201 (g)(2), and one would expect that satisfaction of these requirements would be sufficient for the exemption to apply. However, § 1201(g)(3) goes on to list additional "factors," which a court should consider in determining whether an individual "qualifies for" the exemption. This suggests that these additional factors play some role, although it is not clear precisely what role, since § 1201(g)(2) appears self-contained and does not seem to contemplate consideration of these additional factors. One way of perhaps understanding these additional factors is as a gloss on the general "good faith" requirement in § 1201(g)(2).
ogy. ''23
The DMCA further permits researchers to develop the tools necessary to engage in such research and to share such tools with "another person with whom he or she is working collaboratively for the purpose of conducting the acts of good faith encryption research., 24 This last provision shields the researcher from liability under the "tools" provision of the DMCA. Finally, the exemption directs the Register of Copyrights to study the impact of the DMCA on encryption research and to report back to Congress within one year of enactment.2 6
The exemption was essentially an attempt by Congress to preserve some freedom for encryption research while ensuring that the exemption would not create a loophole for illegitimate attempts to exploit vulnerabilities under the cover of encryption research. 27 The House Commerce Report recognized that the DMCA, as originally drafted, had the potential to stifle encryption research and thereby cause substantial harm. Moreover, after hearing testimony by encryption researchers, the House Commerce Committee believed that encryption researchers needed the ability to test encryption technologies not just under laboratory conditions, but also as they are applied in the real world. 28 The exemption was thus an attempt to The effectiveness of technological protection measures to prevent theft of works depends, in large part, on the rapid and dynamic development of better technologies, including encryption-based technological protection measures. The development of encryption sciences requires, in part, ongoing research and testing activities by scientists of existing encryption methods, in order to build on those advances, thus promoting and advancing encryption technology generally. This testing could involve attempts to circumvent or defeat encryption systems for the purpose of detecting flaws and learning how to develop more impregnable systems. The goals of this legislation would be poorly served if these provisions had the undesirable and unintended consequence of chilling legitimate research activities in the area of encryption.
17 U.S.C. § 1201(g)(3)(A)-(C).
Id. § 1201(g)(4)(A)-(B
In many cases, flaws in cryptography occur when an encryption system is actually applied. Research of such programs as applied is important both for the advancement of the field of encryption and for consumer protection. Electronic commerce will flourish only if legitimate encryption researchers discover, and correct, the flaws in encryption systems before illegitimate hackers discover and exploit these flaws. Accord- tors have argued that the definitions of encryption and encryption research are too narrow. In particular, they have taken issue with the requirement that the act of circumvention be "necessary" for the research. The fear is that researchers will be chilled if they feel the need to prove that the act was "necessary," as opposed to being merely important or useful. 32 Second, commentators have criticized the requirement that a researcher first seek authorization from the copyright owner before engaging in the act of circumvention. They question whether this amounts to a requirement that the copyright owner approve of the circumvention, in which case the exemption will be meaningless. 33 On the other hand, if, as the text of the exemption suggests, all that is required is a request and not approval, then the requirement serves no purpose other than to place the copyright owner on notice, thereby inviting a potential lawsuit or the imposition of burdensome conditions and limitations on dissemination of the research. 34 In either case, the requirement is problematic as it may chill legitimate research. don't think I will be going out on a limb to predict that this law is about to have a negative effect on encryption research . . . .") [hereinafter Wagner Comment] . However, the Register ultimately concluded that these concerns were still hypothetical, they had already been raised when the DMCA was being considered, and there was as yet no concrete evidence, nor were there specific examples, of encryption research being hindered in any way. As the Register recognized, this was not surprising, given that the report was due one year before the anti-circumvention provisions were to go into effect.
32. See Finney Comment, supra note 31. 33. Id. ("Provision (C) can only be described as bizarre. There is no requirement elsewhere in the exemptions to receive authorization from the copyright holder. Apparently, whether authorization is granted or not makes no difference, but nevertheless the researcher is required to seek authorization? This is completely illogical."); see also Callas Comment, supra note 31.
34. Bolinger, supra note 30, at 1097-98 ("Although sharing one's results with the party most affected by them is reasonable given the general policy goal of improving and [Vol. 18:501 Third, commentators have taken issue with the additional factorsparticularly the factor that looks to the training or affiliation of the researcher-used to determine whether a researcher "qualifies" under the exemption. This is because encryption research is characterized, somewhat unusually, by the active participation of individuals or "hobbyists" who are not affiliated with a research organization or who may not have had any formal training. Indeed, such individuals commonly play a significant role in testing the security of implemented systems and publicizing weaknesses in such systems. 35 Fourth, commentators argued that the exemption is ambiguous regarding the extent to which researchers may publish or share their results with others. The exemption itself hints that dissemination of information may be permissible so long as it is done in a manner that is "reasonably calculated to advance the state of knowledge or development of encryption technology., 36 However, the exemption does not state this outright. Moreover, many commentators have argued that the exemption from liability under the tools provision is too narrow. 37 According to these commentators, an essential part of publishing the results of encryption research is providing others with the tools to verify and comment upon the results. Frequently this involves sharing either actual code or descriptions that are sufficiently detailed to enable others to create their own code. 38 These activities could lead to liability under the tools provision. Furthermore, the strengthening encryption techniques, under the present state of the law, such an action is tantamount to an invitation to be sued.").
35. See Cryptographers' Brief, supra note 12, at 24, available at http://cyber.law. harvard.edu/openlaw/DVD/NY/appeals/010126-cryptographers-amicus.pdf ("The exception of 1201(g) endorses a fumdamentally mistaken conception of cryptographic science, one in which advances are predictable, generated only from within an 'establishment,' and where limited, strictly regulated testing suffices to assure the security of cryptosystems."); Callas Comment, supra note 31 ("An interesting aspect of today's research is that relative unknowns do some of the most important new work.").
36. 17 U.S.C. § 1201(g)(3)(A) (2000). 37. See, e.g., Cryptographers' Brief, supra note 12, at 14, available at http://cyber.law.harvard.edu/openlaw/DVD/NY/appeals/010126-cryptographers-amicus. pdf. The Brief states:
The science of cryptography depends on cryptographers' ability to exchange ideas in code, to test and refine those ideas, and to challenge them with their own code. By communicating with other researchers and testing each others' work, cryptographers can improve the technologies they work with, discard those that fail, and gain confidence in technologies that have withstood repeated testing. Id.
Id.
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exemption is too narrow insofar as it limits such sharing only to collaborators and not to the wider research community. Fifth, commentators have expressed concern that the exemption is incomplete as it only applies to liability under § 1201(a) for circumventing access-control technologies, but does not apply to liability under § 1201(b) for distribution of devices that circumvent copy-control technologies. 39 Some forms of research might well give rise to liability under both provisions. 40 Nor does the exemption apply to liability under § 1202, which involves the integrity of copyright management information. 4 ' For example, the provision would not shield from liability a researcher who wished to remove a digital watermark containing copyright management information. Thus, an encryption researcher may be shielded from liability under § 1201(a), but still subject to liability under these alternative provisions.
Finally, commentators have argued that the above flaws would have a chilling effect on encryption research without any offsetting benefit in the form of added security for copyright owners. The testing of implemented systems can still take place in other countries, since the DMCA's impact is largely limited to the United States, and many other countries have no equivalent statute. Moreover, individuals will continue to attack and exploit the weaknesses of such systems anonymously. Given the ease with which one can distribute information about the weaknesses of encryption systems over the Internet, the DMCA will do little to reduce the incidence of circumvention or the availability of circumvention technologies.
Indeed, according to commentators, the DMCA will actually make encryption technologies more susceptible to such attacks, since copyright owners will not be able to improve their systems using the results of open and legitimate encryption research. That is, by chilling legitimate encryption research, the DMCA will simply drive encryption research into less legitimate channels. Weaknesses discovered by attackers will not be published and reviewed in academic journals or on the Internet. Consequently, individuals and companies will never be confident that any proposed or implemented systems are robust and secure. 
C. Initial Cases Implicating the Exemption
Despite these objections, the anti-circumvention provisions of the DMCA went into effect in October of 2000, and since then a few cases implicating the encryption research exemption have arisen. The first case to consider the encryption research exemption did so only briefly. That case, Universal City Studios, Inc. v. Reimerdes, 43 involved a DMCA claim against the publication and distribution of DeCSS, a program that enabled decryption of DVDs. DeCSS was created by a Norwegian programmer, ostensibly to permit individuals to play DVDs on the Linux operating system, and then posted on a website by the defendants. One of the defendants' arguments was that DeCSS represented legitimate encryption research. 44 The court quickly rejected this argument, emphasizing the defendants' failure either to seek permission from or to provide the results of their research to the copyright owners.
5
The second case involving the exemption occurred in a context better suited to the exemption. Felten v. R!AA 46 concerned the activities of a number of academic encryption researchers who cracked a watermarking technology called SDMI, which the recording industry was planning to deploy in order to protect recorded music from being copied. The recording industry had issued a public challenge inviting individuals to try to crack the technology. The plaintiffs were a team of researchers from various institutions, including Princeton and Rice, who took up that challenge and succeeded. When they tried to publish an academic paper detailing their research, they received a threatening letter from the RIAA, which claimed that publication of the paper could result in liability under the DMCA. In response, the researchers withdrew their paper from an academic conference. They later filed suit against the RIAA, seeking a declahaving those vulnerabilities revealed. This is particularly true when reliance on a particular security implementation could lead to significant industry and consumer investment in hardware and software devices that support that implementation. Id. at 4 (emphasis original); see Finney Comment, supra note 31 ("By driving the legitimate experts into other avenues of research, the DMCA will leave the field to those who care nothing about laws. To paraphrase another slogan, if you outlaw cryptographic research, only outlaws will do cryptographic research.").
43 ration that their activities did not violate the DMCA. After much backand-forth, the RIAA eventually acceded to the publication of the paper, and the case was dismissed. 47 The third case was a criminal prosecution against Dmitri Sklyarov, a Russian programmer. 48 Sklyarov had cracked the technological protection measure used by Adobe to control access to copyrighted content distributed in its eBook format. The Russian company he worked for distributed his circumvention software over the Internet. When Sklyarov traveled to the United States to present a paper on his research at a conference, he was arrested and charged with criminal violations of the DMCA. Although Sklyarov eventually reached an agreement with the U.S. government, prosecution continued against Sklyarov's company, Elcomsoft. After trial, the jury acquitted Elcomsoft based on a finding that the corporation did not satisfy the statutory intent requirement for criminal liability. 49 In addition to the cases above, a number of other incidents implicating the DMCA and encryption research have been reported in the press. 5°A lthough all of the cases above implicate, to some extent, the encryption research exemption, none resulted in an opinion comprehensively interpreting the exemption in the context of academic encryption research. Accordingly, uncertainty persists regarding the precise extent to which encryption research is privileged under the DMCA.
D.
Responses by Encryption Researchers
The cases above, along with the criticisms of the encryption research exemption, have led to a good deal of concern within the encryption research community. In particular, a number of encryption researchers have refused to publish their research results in response to concerns about 47 The above responses indicate that many encryption researchers are in fact worried about potential liability. Indeed, some have indicated that they are avoiding research topics that might implicate DMCA liability. As encryption researcher David Wagner put it in his comments submitted to the Register of Copyrights:
As an academic researcher, I personally find it a little scary to consider doing research on copyright protection schemes, because of 1201(g). I analyze real-world security systems. If, in doing so, I discover a weakness in some deployed system, I face an unsavory choice: tell no one, or publish. If I decide to publish, I have to worry about the threat of retaliation from those trying to sell the flawed system. Whether or not I would eventually win in court, the threat of having to spend time and money on a lawsuit is enough to make me tend to shy away from studying copyright 56 protection.
Despite these claims about the chilling effect of the DMCA on encryption researchers, a number of commentators have recently suggested that such fears of liability are greatly exaggerated and that there is no real risk to academic encryption researchers for the conduct and publication of their research. 57 Pointing to the text of the DMCA, these commentators argue that it would be a significant stretch for a court to find the mere publication of a research paper a violation of the "tools" provision of the DMCA. Moreover, the risk of criminal liability under the DMCA appears to be extremely low, if not non-existent, given past enforcement patterns and gov-58 ernment statements regarding criminal liability for research. According to these commentators, encryption researchers should feel comfortable publishing their results. 59 Some commentators have even suggested that DMCA critics have intentionally exaggerated its potential scope in order to increase opposition to the law. 58. See id. ("The risk that a researcher could go to jail for giving a speech at an academic conference is essentially zero.") (quoting George Washington University law professor Orin Kerr).
59. See id.
See id. (quoting Allan
Adler of the Association of American Publishers as stating that "[EFF] succeeded in creating a kind of chilling effect in the scientific community because of the kind of fear-mongering they were engaged in.").
III. IMPACT OF THE DMCA ON ENCRYPTION RESEARCH
Are the fears of academic encryption researchers reasonable or exaggerated? More broadly, what impact can we reasonably expect the DMCA to have on academic encryption research? In this part of the Article, I argue that, under certain circumstances, academic encryption researchers can continue to conduct and publish certain types of research without significant fear of legal liability or much practical risk of being sued. At the same time, however, the DMCA has a significant impact on the conditions under which such research is conducted. Although the DMCA does not prevent academic encryption research, it does regulate it-and it is this more subtle impact of the DMCA that we should be concerned about.
A.
Academic Encryption Research Can Still Take Place
In assessing whether encryption researchers face a realistic risk of DMCA liability, the first step is to determine the substantive basis for these concerns. That is, based on a close reading of the statute, legislative history, and limited case law, how likely is it that a court would find an academic encryption researcher liable under the DMCA for conducting and publishing his or her research?61 To answer this question, it may be useful to look at three separate acts of the researcher, each of which may give rise to potential DMCA liability: the act of circumvention; the creation of a tool used to circumvent; and the publication of the results.
With respect to the act of circumventing the access control technology (otherwise prohibited under § 1201 (a)(1)), an encryption researcher should be able to circumvent the access control technology without much fear of liability if the researcher abides by the requirements spelled out in the encryption research exemption. In particular: the researcher must lawfully obtain the encrypted copy of the material he wishes to analyze; the act of circumvention must be necessary to the conduct of such research; the researcher must make a good faith attempt to obtain authorization before circumvention; and the act of circumvention must not otherwise constitute 61. Note that I focus narrowly on academic encryption researchers because much of the recent debate has focused on the impact of the DMCA on this group of researchers. This is not surprising, since nearly all sides of the debate appear to acknowledge that, whatever the impact of the DMCA might be on other encryption researchers, any impact on this core set of researchers would be very problematic-the only difference of opinion is over the scope and extent of that impact. Accordingly, I do not address the (in my view, quite legitimate) concerns that other, nonacademic encryption researchers will find it even more difficult to engage in research, except to the extent that this limitation affects academic researchers. I do not address this latter question because I eventually conclude that the DMCA in fact does affect the behavior of the core set of academic encryption researchers and that this, in itself, is extremely problematic. copyright infringement or the violation of other applicable law. 62 In addition, the researcher should seek to satisfy the factors that a court is directed to consider in determining whether the exemption applies: the manner in which information about the research was disseminated; whether the researcher has appropriate training and experience in the field; and whether and when the researcher provided notice of the results of the research to the copyright owner. 63 Together, these requirements raise a number of hurdles, but an academic encryption researcher should in most cases be able to overcome them. Obtaining a lawful copy will rarely be a problem for copies that are widely available to consumers. 64 A good faith attempt to obtain authorization would entail sending notice to the copyright owner, but probably not much more than that, as nothing in the statute suggests that the copyright owner must give such authorization (indeed, such a reading would be plainly inconsistent with the exemption). The provision regarding violation of other laws essentially poses no additional restriction, since a researcher violating such laws would already be separately liable.
Of these requirements, the "necessity" requirement is perhaps the most problematic. Researchers have voiced fear that they will be required to prove their actions are in fact "necessary" rather than simply "useful" or "helpful." This is a valid concern. However, in many cases researchers can meet the necessity requirement as, for example, when a researcher is testing the security of encryption as implemented on a protected copy. Almost by definition, it will be necessary in such a case to circumvent the protection mechanism in order to test its security. Moreover, one can reasonably expect the courts to give some deference to scientific judgments regarding what is or is not necessary in the conduct of scientific research.
The additional factors in the exemption also generally weigh in favor of academic encryption researchers. Publication of the work in an academic journal would satisfy the factor that looks to the manner of dissemination. Training in the field would be satisfied, certainly, in the case of an [Vol. 18:501 academic encryption researcher. 65 Finally, the researcher could easily meet the third and final requirement by sending the copyright owner a copy of the research paper or otherwise notifying it of the research results. Thus, the exemption provides a fairly clear roadmap for an encryption researcher who wishes to ensure that he or she will face no liability for the act of circumvention.
Similarly, an encryption researcher should be able to create the tools necessary to engage in the act of circumvention. For example, say that a researcher, in order to crack an encrypted file, has to create a program to enable such cracking. The creation of such a program could well violate § 1201(a)(2), since it could constitute "manufactur[ing] . .. any technology ... that.., is primarily designed ... for the purpose of' circumvention. However, § 1201(g)(4) gives the researcher the right to "develop and deploy" circumvention technology "for the sole purpose of... performing the acts of good faith encryption research," thereby exempting the creation of the cracking program from liability. Moreover, the exemption permits the researcher to give the program to another person "with whom he or she is working collaboratively" for purposes of research or verifica-67 tion.
Finally, publication of the research should be possible under the DMCA as well. The question would be whether publishing an academic paper would give rise to liability under the "tools" provision of the DMCA-i.e., would an academic paper describing weaknesses in an encryption technology constitute an "offer to the public" of "any technology ... that.., is primarily designed... for the purpose of circumventing" or "has only limited commercially significant purpose ... other than to circumvent., 68 The argument in support of liability would be that the paper's description of the decryption technique is a "technology" and that it is either primarily designed to circumvent or has limited commercially significant use other than to circumvent.
While it is not impossible that a court would adopt such an interpretation, it is highly unlikely. First, the legislative history indicates that when 65. It might not be satisfied in cases where a researcher is not so clearly affiliated with an academic or other research institution. As a number of critics have pointed out, this may be quite problematic in the field of encryption research, since many discoveries are made by individuals who do not have much in the way of formal training. For present purposes, I am focusing narrowly on the question of academic encryption researchers. I will address these other concerns later in this Article.
66. § 1201(a)(2). But see Reese, supra note 40 (suggesting that the creation of a single tool might not constitute a "manufacture").
Id. § 1201(g)(4)(B). 68. Id. § 1201(a)(2)(A)-(B).
Congress enacted the "tools" provision, it very clearly had in mind socalled "black boxes" or other devices designed to permit consumers to engage in widespread circumvention. 69 In light of this legislative history, a court would be hard-pressed to read the provision to encompass a research paper. Second, there is a strong argument that a research paper is not "primarily designed ... for the purpose of circumvention," even if it describes the circumvention process. Instead, the primary purpose of the paper is to advance scientific research in the field of encryption. 70 Third, such an interpretation would be in considerable tension with the terms of the encryption research exemption, which strongly suggests that the publication of research results is permissible. 7 1 For all of these reasons, it is highly unlikely that a court would impose liability under the DMCA for the publication of an academic paper. 72 Further, the legislative history behind the exemption provides strong general support for exempting academic research activities and publication. It clearly evinces a concern that the DMCA should not unduly hinder encryption research, and contains many statements along these lines. 73 Any application of the DMCA to hinder legitimate research or its publication would conflict expressly with the legislative history. Thus, looking at 69. House Commerce Report 511, supra note 27, at *38 ("The Committee believes it is very important to emphasize that Section 1201(a)(2) is aimed fundamentally at outlawing so-called 'black boxes' that are expressly intended to facilitate circumvention of technological protection measures for purposes of gaining access to a work.").
70. This was the position adopted by the Department of Justice in its brief supporting dismissal of the Felten case:
Plaintiffs' alleged conduct is not proscribed by the statute.
[T]he DMCA prohibits trafficking in certain technologies that are primarily designed to circumvent copyright material access controls. By contrast, the Plaintiffs' alleged objective is to strengthen, not circumvent, these access controls. While Plaintiffs' computer programs have the additional capability of actually circumventing access controls, they are allegedly not designed or marketed for the purposes of actually getting access to the copyrighted material itself. They are designed and published to further scientific research into access controls. As a result, Plaintiffs' alleged conduct is not proscribed by the DMCA. 71. See § 1201(g)(3)(A) (directing courts to consider "whether the information ... was disseminated, and if so, whether it was disseminated in a manner reasonably calculated to advance the state of knowledge or development of encryption technology").
72. both the text and the legislative history, it is unlikely that a court would read the DMCA to cover the research activities described above. Finally, in predicting how courts would rule on a given legal issue, one should always be aware of the factual context and, in particular, how a court would likely view the parties before it. On this score, there is every reason to expect that courts would be favorably disposed to academic encryption researchers. In particular, academic encryption researchers do not look like the "hackers" that the statute is designed to target. Although one may question the validity of this distinction as a substantive matter, it is likely that such a distinction would have an impact on a court interpreting the scope of the DMCA. Indeed, the existing DMCA litigation suggests that courts are sensitive to the identities of the alleged infringers.
7 Ultimately, the probability of a court imposing DMCA liability upon an academic encryption researcher is quite low. Of course, a low probability of liability does not necessarily mean that copyright owners will not bring or threaten to bring claims against researchers, even if such claims are weak. As a number of DMCA critics have pointed out, eventual success in court is not required to have a devastating effect on research. 75 All that is required is the filing or even the threat of a lawsuit. As we have already seen, copyright owners have in-
76
deed made threats against academic encryption researchers. Even if the substantive basis for a suit is weak, its mere filing will force a researcher to expend significant resources in response. Moreover, since no court has yet definitively interpreted the precise scope of the encryption research exemption, ambiguities in the DMCA work to the advantage of the betterfunded copyright owners.
While it is true that nothing prevents copyright owners or the government from bringing weak claims, there are good reasons to believe that the 74 
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risks of such claims or threats are rather low. First, the risk of criminal prosecution is, in reality, quite low. Although the government initiated a criminal prosecution against Dmitri Sklyarov, the facts of that case differ from the case of an academic encryption researcher. In that case, Sklyarov worked for a for-profit company that distributed a circumvention program to consumers. For criminal liability under the DMCA to attach, the government must prove an additional element of commercial gain, which is missing in most academic encryption researcher cases. Moreover, in intellectual property cases, the United States government usually confines its criminal prosecutions to the most egregious cases of large-scale infringement, where there is clearly a profit motive. Thus, it is hard to see much realistic risk of criminal liability. Threat of civil liability may be more of a concern, but even there, the risk of threat is reduced by a number of factors. First, the weakness of the substantive case would certainly be a factor. Second, recent cases suggest that copyright owners are sensitive to the unfavorable publicity that often follows threats to scientific research. In a number of recent cases, private parties quickly withdrew threats of DMCA suits in the wake of significant public criticism. For example, in the Felten litigation, public outcry over the threat of DMCA liability quickly led the RIAA to back off from its initial threat. Similarly, Hewlett-Packard recently retracted its threat of DMCA liability against a group of individuals who had discovered a security flaw in one of its products, again in response to public objections. 77 And in the Sklyarov case, although Adobe initiated the criminal investigation by complaining to the government, it quickly withdrew its support for the prosecution in response to massively unfavorable publicity. 7 8 Thus, the public response to weak DMCA threats directed against scientific researchers serves as an effective check against such threats.
It is true, of course, that a truly determined plaintiff could threaten or file suit in spite of a weak substantive case and bad publicity, particularly if the plaintiff feels that the stakes are high (for example, where the copyright owner already has a large installed base of copyrighted works protected by the system at issue). Thus, academic researchers are not entirely insulated from the legal risk. However, the existence of some level of risk should not completely deter future research. Many activities raise the specter of legal risks; what is important is the magnitude of the risk in comparison to the benefits. As I have argued above, although the risk is 78. The government, in the end, decided to press ahead with the case, despite Adobe's withdrawal of support.
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The basic message here is that under the appropriate circumstances, academic encryption researchers should not be afraid to conduct and publish certain forms of research. A common and quite reasonable response to new and uncertain legislation is to hunker down and avoid exposure to any risk of legal liability, or to focus on the flaws and ambiguities in the law. Although criticism of the ambiguous and imperfect aspects of the law is important, there is also a real risk that, by focusing so much on the possibility of liability, encryption researchers will wind up censoring themselves unnecessarily. If the government and private industry groups claim that these fears are unwarranted and exaggerated, 79 then researchers should take them at their word and begin vigorously exercising their rights within the framework laid out by the DMCA. Indeed, given that academic encryption researchers are in the best position to take advantage of the exemption (and given that non-academic researchers may be less able to do so), it is particularly important that such researchers not refrain from undertaking their research.
B.
The DMCA Affects the Manner in Which Research Is Conducted I have argued above that academic encryption researchers should be able to continue to conduct and publish certain types of research without significant risk of legal liability under the DMCA. This does not mean, however, that the DMCA is therefore unobjectionable. While it permits encryption research to continue, the DMCA has a significant impact on the conditions under which such research takes place. In many ways, the debate over whether encryption researchers will be civilly or criminally liable misses the point. The answer may well be no, but the more interesting and important question is whether the DMCA affects the way in which such research is conducted and whether this more subtle effect is problematic. As suggested above, I believe that the DMCA will have a non-trivial impact on the manner in which academic encryption research will be conducted. The impact comes from the steps that encryption researchers must take in order to avoid liability under the DMCA. The DMCA does not categorically exempt encryption research from liability. Instead, it places a number of conditions on the way such research is conducted. These conditions, while ostensibly inserted in order to sort "legitimate" from "illegitimate" encryption research, have the effect of influencing and regulating the behavior of academic encryption researchers.
First, and most critically, the DMCA will limit both the subjects of research and the universe of individuals permitted to conduct such research. As noted above, the exemption shields encryption researchers only from liability under § 1201(a) for access-control circumvention. It does not insulate researchers from liability under § 1202 for alteration of copyright management information, or under § 1201(b) for manufacturing technologies that circumvent rights-control technologies. Accordingly, researchers may well be precluded from researching such technologies. Furthermore, by privileging researchers with formal training or academic affiliations, the DMCA will prevent many existing researchers from engaging in such research.
Second, the DMCA raises a number of hurdles for a researcher to overcome before engaging in the research in the first place. One such hurdle is the need to obtain clearance for the research from the university or research organization and from legal counsel. To the extent that a researcher wishes to analyze an encrypted copyrighted work, the researcher would be well advised to obtain legal advice to ensure that the research is in compliance with the terms of the exemption. The department, university, or research organization may also have an interest in assessing its risk of liability for fostering such activities. Some university general counsel's offices may have already developed policies for DMCA cases, but most others have not. This will involve a number of additional discussions and conversations. Another initial hurdle will be to contact the copyright owner and make a good faith request for permission to engage in the act of circumvention. Failure to make such a request before engaging in the act of circumvention 80. Such discussions figured heavily in two cases I have been involved in. These discussions were particularly extensive in the Felten case, involving discussions with the general counsel offices of several universities, as well as private research organizations.
[Vol. 18:501 could, by the plain terms of the statute, make the exemption unavailable. 8 1 Indeed, this is another reason why clearance with counsel is important. In many cases, researchers unaware of the exemption may undertake the act of circumvention before making the request; this requirement may thus be a trap for the unwary. And although nothing in the exemption suggests that a copyright owner's authorization is necessary before proceeding, the copyright owner may seek to suppress the research or influence its content, 82 leading to additional conversations with counsel. Even if permission is eventually granted, there will be delays.
Third, the DMCA limits the universe of individuals with whom researchers can freely communicate about their research. One of the factors in the encryption research exemption focuses on the manner in which information derived from the encryption research is disseminated, i.e., whether in a manner reasonably calculated to advance the state of knowledge or in a manner that facilitates infringement. Before the DMCA, encryption researchers had few qualms discussing the results of their research, not only with academic colleagues, but also with the broader community of professional and amateur encryption researchers. As noted above, the encryption research community is characterized by much interaction between academic, professional, and "amateur" researchers. By disseminating information broadly, researchers obtain feedback and information about their research. 83 After the DMCA, however, a researcher must take care not to disclose weaknesses in encryption systems too broadly or too prematurely, since dissemination to the wrong set of individuals might constitute dissemination in a manner that facilitates infringement. 84 Fourth, the DMCA affects the avenues through which such information is distributed. Prior to the DMCA, encryption researchers, like other computer scientists, routinely made available information about their projects on the Internet, via email, on discussion boards, or through other more informal channels. Again, the purpose was to encourage broad dissemination of information and subject it to critique and response as part of the scientific endeavor. After the DMCA, researchers may well prefer publication in more formal channels, such as academic journals, since this type of publication would better support a finding that the information was disseminated in a manner "reasonably calculated to advance the state of knowledge." 85 Like the previous factor, the net effect here is to regulate and constrict the channels through which such information flows.
Fifth, just as the DMCA may constrict certain information flows, it forces other information flows. Prior to the DMCA, encryption researchers had no general obligation to seek permission for their research or to notify any third-parties of their results. The DMCA, however, now imposes both of these requirements, demanding that encryption researchers notify copyright holders of their intent to engage in research and requiring a good faith effort to seek authorization. In fact, this requirement is rather odd: if actual permission is required, then there is no need for an exemption. If, as is more likely, actual permission is not required, then why make the researcher ask for it? 86 The only reasonable explanation is to give the copyright owner notice of the research prior to its conduct.
In addition, the DMCA encourages disclosure of the research results to the copyright owners after the fact. In determining whether the exemption applies, a court is required to consider "whether the person provides the copyright owner of the work.., notice of the findings and documentation of the research. 8 7 Thus, the DMCA encourages not only giving notice of the research results, but also handing over the details of the research. Moreover, earlier disclosure would appear to be preferable, as the DMCA expressly directs courts to look at the timing of the disclosure. Thus, there may be pressure to disclose results prior to publication, and perhaps even during the course of the research.
Sixth, and perhaps most problematically, the DMCA may have a real effect on the content of research papers. As mentioned above, it is probably a stretch to apply the "tools" provisions of the DMCA to pure research papers that do no more than simply describe weaknesses in an implemented encryption system. However, as encryption researchers have repeatedly testified before Congress, the Copyright Office, and the courts, 85. 17 U.S.C. § 1201(g)(3)(A) (2000). 86. To see the tension between this requirement and the exemption, imagine a similar requirement in the copyright fair use context. For example, a requirement that anyone intending to write a book review first make a good faith attempt to seek authorization from the author for the quotes excerpted in the book review.
87. 17 U.S.C. § 1201(g)(3)(C).
[Vol. 18:501 researchers routinely use code in their papers to convey ideas and illustrate techniques. Moreover, they often distribute code to others for purposes of describing their methods and seeking verification of their results. Any such code (whether source or, more troublingly, object) would look like a "technology" as it is defined under the tools provision. The encryption research exemption only permits distribution of "tools" to collaborators, not to the wider research community. 8 8 Although a researcher could still argue that the research paper overall is not "primarily designed ... for the purpose of' circumvention, 89 it is difficult to gauge how courts would treat the code. It is quite possible that a court could consider the code to be "primarily designed" for circumvention, because after all, that is its literal purpose. Accordingly, a researcher might limit the amount of code disclosed in the paper and this might affect that researcher's ability to convey ideas in the most effective and efficient manner.
Moreover, the overall structure of the encryption research exemption may have an impact on the content of research papers by involving copyright owners in the research process. The notice provisions give copyright owners an opportunity to ask for modifications of the paper in order to protect their economic interests. Indeed, in a number of cases, copyright owners have already asked for exactly these kinds of modifications.
90 A refusal to accede to "reasonable" requests for changes could be taken as a sign of lack of good faith. At the very least, this puts additional pressure on researchers to modify their papers in order to avoid trouble. The end result is that academic encryption researchers may not express themselves as freely as they would have absent the DMCA.
Thus, although academic encryption research can still occur under the DMCA, the DMCA will have a very real effect on the manner in which such research takes place. Moreover, this effect can be expected to slow the pace of discovery in this area. By limiting the subjects of research and the number of researchers, imposing additional hurdles before such research is undertaken, limiting the widespread dissemination of information, confining the avenues through which information is published, and affecting the content of published papers, the DMCA can be logically expected to raise the costs of engaging in such research. These additional barriers may be sufficiently high that some researchers may well choose to pursue other topics, where there are no comparable hurdles. 91 Thus, even though the actual risk of liability under the DMCA may be small, the regulation of the conditions of research may nevertheless hinder encryption research.
IV.
A NORMATIVE ASSESSMENT OF THE DMCA'S IMPACT Given the DMCA's effect on the conditions under which encryption research takes place, the next question becomes: Is it worth it? The fact that the DMCA regulates encryption research does not, by itself, make such regulation problematic. It could very well be that the costs borne by encryption researchers are justified by offsetting benefits. After all, one could argue that the DMCA's requirements are reasonable regulations that balance the need for research against the harm that research could cause to the economic interests of third parties such as copyright owners.
I will argue here that, for several reasons, the burdens on encryption research described above are not justified. In advancing this argument, I focus not on a precise and detailed measuring of the costs and benefits of such regulation. Instead, I challenge the underlying idea that we should be regulating encryption research in the first place. That is, I want to expand the scope of the inquiry and ask under what circumstances we should impose burdens on scientific research in order to protect intellectual property. I suggest that the circumstances should be extremely limitedcertainly far more limited than currently provided under the DMCA.
What justifies the burdens the DMCA places on academic encryption researchers? The legislative history of the DMCA suggests that one possible justification is the need to sort "legitimate" from "illegitimate" encryption research. 92 According to this justification, encryption research is extremely important and we must do everything to ensure that it can continue free and unabated. At the same time, there is a legitimate need to keep the encryption research exemption from being used as a loophole by 91 . See, e.g., Wagner Comments, supra note 31. 92. House Commerce Report 511, supra note 27, at *47. The Report states:
The Committee recognizes that courts may be unfamiliar with encryption research and technology, and may have difficulty distinguishing between a legitimate encryption researcher and a so-called 'hacker' who seeks to cloak his activities with this defense. Section 102(g)(3) therefore contains a non-exclusive list of factors a court shall consider in determining whether a person properly qualifies for the encryption research defense. Id. Aside from this brief mention, there are no other explanations for the specific conditions set forth in the exemption.
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The problem with this justification is that the DMCA imposes far more burdens than necessary to accomplish this result. As already noted above, the DMCA does not merely sort "legitimate" from "illegitimate" research, leaving the "legitimate" research free to operate without constraint. Instead, it significantly regulates activities within the ambit of "legitimate" research. For example, the need to seek authorization from the copyright holder is hard to square with a pure "sorting" justification. Instead, it imposes an affirmative notice obligation upon researchers. The factor that encourages disclosure of research results to the copyright owner has a similar flavor. Both of these requirements do more than just help courts prevent abuse of the exemption-they regulate good faith encryption research itself.
Many other conditions in the encryption research exemption similarly have a significant impact on the activities of good faith encryption researchers. The DMCA imposes additional hurdles, which must be overcome before initiating the research. The exemption limits the scope of individuals with whom the researcher can freely communicate. It limits communication of the results of such research to certain channels and forces disclosure of information to others. Finally, it affects the content of what can be disclosed, preventing good faith researchers from communicating as freely and in as much detail as they would ordinarily like. Thus, the sorting rationale alone cannot be used to fully justify the impact the DMCA has on academic encryption research.
Given that this rationale appears insufficient, is there another way to justify the additional burdens the DMCA places on encryption research? One possibility is to argue that these burdens, whether intended or not, are justified because encryption research has the potential of harming the interests of copyright owners, and we want to permit the research but minimize the harm it causes. That is, by making available information about the weaknesses of deployed encryption systems, encryption research makes it more difficult for copyright owners to protect their works using this kind of technology. Accordingly, the DMCA effectively places a number of conditions (such as notice) on the manner in which such research takes place in order to reduce these impacts. The idea is thus not so much to exempt good faith research entirely, but to balance the freedom to engage in such research against the interests of copyright holders.
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Although this justification, unlike the sorting rationale, does provide a basis for imposing additional burdens on encryption research, it is a rather radical line of reasoning. To see just how radical, consider how copyright law currently treats the question of when to impose obligations on third parties to protect intellectual property rights. The concern expressed in many of these cases is balancing the need to combat copyright infringement with the fear of burdening the development of technologies with perhaps many other, non-infringing uses. Devices such as the ones mentioned above can be used to engage in copyright infringement. At the same time, they can be used for many legitimate purposes. Imposing liability on device manufacturers may reduce copyright infringement, but at the same time impose burdens on otherwise legitimate uses of the technology and on the development of technology generally. Copyright doctrine thus attempts to carefully sort out infringing from non-infringing uses, conscious of the potential impact of imposing liability one step removed from the actual infringement. Where to draw the line is a difficult question, and much has been written on the topic. 98 To the extent that we are concerned about the collateral impact of regulating the sale and marketing of technological devices that facilitate 93 copyright infringement, we should be even more concerned about the collateral impact of regulating encryption research. This is because, in the context of encryption research, the DMCA does not regulate merely the infringing activity, or even the technological devices that may facilitate the infringing activity. Instead, the DMCA regulates the basic scientific research that may give rise to the technological devices that can be used to facilitate infringing activity. We are thus one step even further removed from the difficult cases involving the regulation of technological devices, and we are many steps removed from the actual act of infringement. Therefore, the DMCA represents a dramatic expansion of the regulatory impact of our copyright laws.
Because we are regulating activity that is so far removed from the actual infringing activity, we need to be exceptionally careful about the unintended or collateral effects of such regulation. As copyrighted materials have become increasingly more difficult to protect, copyright owners have taken ever more drastic steps to prevent infringement. The further upstream we move from the act of infringement, however, the more likely it is that unrelated downstream activities may be unfairly affected by such regulation. This is clearly a concern in the area of basic scientific research, which occupies a privileged position precisely because its downstream effects are difficult to predict. 9 9 A paper studying weaknesses in an implemented encryption system may be used to create a "black-box" used to pirate copyrighted works. That same paper may, however, also spur insights in other areas of encryption research, with significant applications in completely unrelated markets and industries. The basic point is that we need to be exceptionally wary in imposing any burdens on basic scientific research because we risk affecting potentially useful unforeseen downstream activities.
To be clear, I do not argue that science is holy and untouchable, and that any regulation of scientific research is improper. The government already regulates some areas of scientific research. 1 00 Indeed, the government has in the past (though not without controversy) restricted the dissemination of encryption research from the U.S. to other countries, in the course of controlling the export of technologies that might affect national security. 101 Moreover, this particular type of research into implemented systems, though certainly academic, may be more intertwined with industry than other areas of pure, basic research. Thus, it would be a stretch to argue that encryption research should be categorically immune to regulation.
However, encryption research, like other basic scientific research, should only be regulated for good reason and with a properly cautious eye toward minimizing the potential collateral effects of the regulation. When the government regulates scientific research, it typically requires a significant justification, such as national security or public safety. The DMCA, by contrast, regulates research in order to protect the economic interests of third parties, namely copyright owners. Although these interests may be important, they do not rise up to the level of the other interests at stake when the government regulates scientific research. Moreover, as already detailed above, the DMCA, in pursuing this interest, does not regulate encryption research in a sufficiently careful manner.
Thus, I suggest that the government should be extremely cautious with regard to the impact of regulation on scientific research. In particular, it should be conscious of the potential downstream effects of regulation and properly sensitive to the fact that the future impact of research is difficult to predict. Accordingly, the government should carefully narrow regulation to address only the precise harm in question.' 0 2 The baseline assumption should be that research is fully privileged. Unfortunately, in the context of the DMCA, the attitude toward encryption research has not evinced any of these careful qualities.
It is interesting to speculate about why the DMCA does not reflect this kind of careful consideration of the potential impact on scientific research. Part of the reason may simply be that Congress was not well equipped to fully appreciate the unique nature of encryption research. Encryption researchers were initially unaware of the effect that the proposed DMCA 102. Ideally, the regulation should also build in some flexibility to permit either courts or the Copyright Office to minimize these collateral effects as they are discovered. The DMCA does not adopt this approach, preferring instead to provide narrow, statutory exemptions. And although Congress did direct the Copyright Office to report back on the impact of the DMCA on encryption research, the timing of the report (before the effective date of the relevant DMCA provisions) suggests that Congress did not view this as a serious mechanism for generating modifications to the DMCA.
[Vol. 18:501 would have on their activities, and were thus late in lobbying for an exemption. Moreover, unlike other areas of scientific research, which are typically regulated by expert agencies, encryption research in the context of the DMCA did not benefit from the input of scientists within the regulatory process. Thus, despite ample testimony from encryption researchers, Congress may not have fully appreciated how the DMCA might affect such research.
Another possible explanation arises from different conceptual frameworks for information circulation. The DMCA views information as a resource to be controlled. In supporting such control, the DMCA seeks to limit circulation of information that would facilitate circumvention of technological protection measures. In this light, some limits on the circulation of scientific information might not appear to be onerous. Yet the culture of scientific research reflects a very different view of information circulation. This culture generally supports-and indeed relies upon-the free and easy circulation of information, and actively resists efforts to limit such circulation.' 0 3 Thus, barriers on information flow that might not faze the private entities accustomed to protecting information may cause significant disruption to academic communities that rely heavily upon free circulation of information.
A simple analogy from a different context highlights the problematic impact of the DMCA on scientific research. Imagine that a company manufactures and sells bicycle locks. After years of research, the company invents a new metal alloy that is both strong and lightweight and uses this new alloy on its new locks. These locks are immensely successful. The company sells hundreds of thousands of them, and people throughout the country use them to secure bikes. A professor of materials science decides to study the properties of this new alloy, as implemented in the bike lock. She discovers that a simple combination of household chemicals, when applied to the lock, dramatically weakens it, making it easily breakable. Publication of these results would enable individuals to easily circumvent the protection offered by the locks and effectively destroy the market for 
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What conditions should we properly place on the scientist's research and the publication of the results of the research? Would it be appropriate to impose a requirement that the scientist ask permission from the lock maker, before engaging in her research? Would it be appropriate to require disclosure of the research and results to the lock maker? To limit such research to those who have training in materials science and are affiliated with a research institution? To require that information about the weaknesses in the lock be published only in certain academic fora, but not, say, on the Internet or on an electronic bulletin board?
Many, I believe, would instinctively resist the imposition of any of these conditions upon this research. It is not difficult to see why. First, we understand the general importance of this kind of scientific investigation. Using this analogy, it is somehow easier to see that this type of research is basic research. It leads to the creation of important knowledge and thus should be encouraged and disseminated widely. Second, we recognize that limiting dissemination of this kind of knowledge may be harmful. Other individuals and scientists should know about the weaknesses in the alloy as soon as possible so that no one uses it for its strength without realizing this fatal defect.
Third, there is the impropriety of imposing restrictions on an unrelated third party who is pursuing knowledge. Why should we charge the researcher with the task of providing notice of her results to a private company? Why should we subject her to limits regarding to whom she can talk about her research? Fourth, and relatedly, there is a sense that the blame for the harm should rest not on the researcher, but on the company for relying upon a material that later proves to be faulty. Why should the law protect the poor technological choices by regulating the dissemination of research?
Finally, the example highlights the fact that liability for the undesirable activity should be, to the greatest extent possible, limited to the actual undesirable activity rather than to the scientific research that may enable it. It is true that publication of the research may result in some harm, as someone might use the information to break locks and steal bikes. The proper response, however, is not to regulate the creation and dissemination of the information, since this will have significant undesirable collateral effects and may ultimately result in less security. Rather, the proper response is to regulate the harm directly. Thus, it should be illegal (as it is) to use the information to break a lock and steal a bike. Perhaps it should even be illegal to sell a "lock breaking" kit, although there might be many good reasons to provide such a kit. Certainly, however, it should not be illegal to publish basic research about weaknesses in the alloy without first jumping through many regulatory hoops. Even the placement of minimal conditions on such research seems inappropriate.
As with all analogies, there are limits, distinctions, and ways in which this analogy is not perfect. Yet I believe it captures in a concrete way what is going on in the field of encryption research under the DMCA. The DMCA regulates the conduct of basic scientific research to the benefit of private parties who might be adversely affected by uses of such research. The example above illustrates precisely why we should think hard before imposing even minimal burdens on basic scientific research in support of the private economic interests of unrelated third parties.
V. POTENTIAL LEGAL RESPONSES
In light of the above analysis, the DMCA should exempt, to the maximum extent possible, encryption research from liability. Instead of imposing conditions on such research, the DMCA should focus more narrowly on uses of such research that directly facilitate or encourage acts of infringement. The basic goal should be to eliminate, as much as possible, any impediments to the conduct and publication of research and focus more carefully on the precise harms at issue. In so doing, the DMCA could appropriately distinguish legitimate research from illegitimate attempts to use research as a cover for infringing activity. But the DMCA should be far more careful about doing so in a way that does not burden actual research.
There are several ways to achieve this goal. One way is through expansive judicial interpretation of the exemption, in light of the concerns expressed in this Article. For example, a liberal interpretation of the "good faith" notice requirement would reduce the burden of seeking prior authorization. In cases where the researcher, in good faith, did not know about the requirement or found the requirement too burdensome to satisfy, courts should be quick to excuse the failure and not withhold the exemption entirely. Similarly, courts should not take the failure to comply with the copyright owner's editing requests as evidence of a lack of good faith.
A court might also broadly interpret the overall good faith requirement so that it is consistent with existing encryption research practices. In determining whether research is being conducted in good faith, courts should take notice of the realities of scientific research in this field. In particular, courts should read the "training" requirement to encompass both formal and informal types of training. Courts should also read broadly the "manner of dissemination" to acknowledge that encryption researchers often post information on websites and in other fora outside of traditional publication. This would minimize the burden on the free circulation of information within the encryption research community.
Finally, the courts should interpret the tools provisions narrowly to permit encryption researchers to exchange and publish information about their discoveries in the manner to which they have traditionally been accustomed. Thus, publication of a description should certainly be privileged. Furthermore, publication of source code, or even object code, should not violate the tools provision, insofar as the "purpose" of such publication is not to facilitate circumvention, but rather to enlarge the scope of knowledge. Such an interpretation will permit encryption researchers to communicate information about their research in the most efficient way.
If the courts were to interpret the DMCA in the fashion suggested here, the regulatory burden on encryption researchers would be greatly reduced (although not entirely eliminated). 0 5 Moreover, this interpretation is more in line with the stated purpose of the exemption, namely to distinguish between "legitimate" and "illegitimate" encryption research. The courts should use the standards within the research community to measure what is "legitimate" research, and once determined to be legitimate, the research should be subject to little or no regulation. Researchers should be able to disseminate information about their discoveries as broadly as possible (even if this might have the effect of harming the economic interests of intellectual property holders) without fear of liability. If the purpose of the exemption is to ensure that "good faith" encryption research can continue unfettered (rather than be regulated to protect the interests of third parties), then the suggested approach would be superior. Courts would then be truly limited to policing attempts to invoke the exemption for improper reasons.
The problem with the above approach is that it is unlikely to be implemented. For the reasons set forth in the earlier part of this Article, it is unlikely that a case involving an academic encryption researcher will be fully litigated in the above fashion. Copyright owners are reluctant to bring suit in the context of academic encryption research. Accordingly, a 105. For example, the concern about liability under § 1202 for altering copyright management information would still remain.
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Therefore, a better approach would be to craft a broader exemption under the DMCA for encryption research, one that gives maximum freedom to encryption researchers. A bill proposed by Senator Boucher contains such an exemption. 1 0 6 It would amend the anti-circumvention provisions of the DMCA to permit otherwise prohibited conduct when engaged "solely in furtherance of scientific research into technological protection measures."' 1 7 As proposed, the exemption would provide a much broader exemption for scientific research, in addition to placing fewer restrictions on the conduct of research. 1 0 8 This kind of broad exemption would do a superior job of ensuring that basic scientific research is left unaffected by the DMCA.
VI. CONCLUSION
This Article has discussed a narrow-but important-issue. The world of academic encryption researchers represents a small and specific slice of the broader population affected by the DMCA. Thus, it would be tempting to dismiss concerns about laws that affect only this small slice of the population. Yet laws that raise additional barriers to scientific inquiry have the potential to affect a great many individuals who benefit from scientific discoveries. Studying the impact of the DMCA on this group of scientists illustrates how far the DMCA reaches in its attempt to protect private intellectual property rights and highlights concerns about the collateral impact of our intellectual property laws.
